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IoT Security Verification
The Internet of Things (IoT) is becoming more and more a part of 
people’s everyday lives. Devices such as locks, cameras, and 
smart-speakers are just a very small view of all the ways our lives are 
going online. With all of these devices having important roles, being 
located in private places, and gathering loads of information, the 
security of them is much more prevalent as it would be problematic if 
it got into the wrong hands.



Benchmark Component Diagram



Technical Challenges

- Some tools are more successful at testing certain properties than others

- Some benchmarks may error out with some tools



Technical Challenges

- Analyzing libraries / creating benchmarks from them

- Adding new properties 

Example benchmark



IEEE Standards

• IEEE 802.11ai-2016
• The standard is about initial setup methods and their security. 

• IEEE 1012-2016
• This standard is about the verification and validation of systems, 

software, and hardware life cycles. 



Engineering Constraints

● Utilization of the tools requires a lot of time

○ Average time for a single run could go from 15 minutes to several hours 

○ Size of files paramount

● Certain benchmarks are written in different, but comparable languages

○ Shifting between C and C++

● To run benchexec and tools:

○ At minimum, memory limit of 15 GB (14.6 GiB) of RAM, a runtime limit of 15 

min of CPU time, and a limit to 8 processing units of a CPU conforming to 

standard SV-COMP guidelines.

○ Must be able to download and install the different tools



Engineering Requirements

● Must be wireless compatible.
○ IoT compatible

● Must compile and be stable on their own
○ Archived properly within the zip 

● Finalized within git with several files
○ Read me, declarations, etc.

● Requires:
○ Python 3.5 for testing and running (3.6 to be used when released)
○ Linux with a x86 or Arm machine for the architecture. 


